Nang cae ATTT trong diéu
kién ngén sach han cheé

Ngo Viet Khoi
Chuyen gia An Ninh Thong tin
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v'Chuyén gia nghién ctru va gidng day vé An
toan thong tin

v'Thanh vién hiép hoi ATTT Viét Nam (VNISA)

v'Giam doc Trend Micro Viét Nam va
@ LA Campuchia (2010-8/2015)
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OSA security ¥ Pong sang 1ap Cloud Security Alliance (CSA)
alliances — Cong dong Viét Nam
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Giup cac ban nhin ro hon...

- Han ché cua cach lam ATTT hién nay

- Phan con thi€éu va/hoac chua dudc quan tam
trong buc tranh ATTT doanh nghiép

. Lam thé& nao dé cd ATTT t6t hon trong diéu
kién ngan sach hién tai
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Nhan xét chung veé tinh
hinh ATTT doanh nghiép

- Hiém hoa ATTT & mic d6 cao (hdn nhiing gi ching ta
bi€t), cang tram trong trong boi canh thi€u hut nhan
luc ATTT

- Ngan sach cho ATTT it dugc uu tién (0-X%) tham chi bi
cat giam. Thu tuc dau tu mua sam theo kiéu cili, cham
chap va phuc tap.

- Nhan thlc vé ATTT rat thdp, chiic danh CSO chua pho
bién.

- Nhu cau ATTT cua phan khuc SMB khong thua kem
Enterprise nhung khdong cé san pham giai phap chuyén
biét. l



Cybersecurity
Skills Crisis

To

))))
62% (1n5 W |us 3
INCREASE ORGANIZATIONS TRILLION
INBREACHES | HAVE EXPERIENCED | TOTAL GLOBAL

IN 2013" AN APT ATTACK' IMPACT OF
CYBERCRIME®
8 monmhs gIL%ION 83
IS THE AVERAGE TIME 1 0
AN ADVANCED THREAT EXPOSED RECORDS AS MILLION OF ENTERPRISES CURRENTLY
GOES UNNOTICED ON A RESULT OF A DATA BREACH UNFILLED SECURITY LACK THE RIGHT SKILLS AND
VICTIM'S NETWORK? IN THE PAST 5 YEARS: JOBS WORLDWIDE? HUMAN RESOURCES TO PROTECT

THEIR IT ASSETS*

At the same time, the global demand for skilled professionals sharply outpaces

Ente o rises are under si ege frOm supply. Unless this gap is closed, organizations will continue to face major risk.

Comprehensive educational and networking resources are required to meet the

a I'lSl “g VOIume Of CYberattaCks- needs of everyone from entry-level practitioners to seasoned professionals.

SOURCES: 1. Increased Cyber Security Can Save Global Economy Trillions, McKinsey/World Economic Forum, January 2014; 2. M-Trends 2013:

Attack the Secunity Gap, Mandiant, March 2013; 3. Increased Cyber Security Can Save Global Economy Trillions, McKinsey/World Economic Forum,
January 2014; 4. ISACA's 2014 APT Study, ISACA, April 2014; 5. Increased Cyber Security Can Save Global Economy Trillions, McKinsey/World Economic
Forum, January 2014; 6. ISACA's 2014 APT Study, ISACA, April 2013; 7. ISACA's 2014 APT Study. ISACA, spril 2014; 8. Code.org, February 2014;

9. 2014 Cisco Annual Security Report: 10. Cybersecurity Skills Haves and Have Nots, ESG, March 2014
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Threat Landscape 2012 - 2016 - ...

Chuyén bién vé chét va do tinh vi cua hiém hoa

Mobile
Threats

Targeted
Attacks
Web [\
Intelligent Threats
Botnets ."é‘*
\I
Spyware p

Spam ' Eu Social

Mass Mailers Engineering BYOD
Vulnerabilities ' u\
o Vt\/bormk Single Shot Data
utbreaxs Malware Leakage
Data Proximity
Exfiltration Attacks
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Cach xur ly hiém hoa thu'éng thay

Hiém hoa
(Threats)

G Giai phap
(Product/Technology)
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Han ché khi chi dau tw giai phap

> Phan &'ng cham, phu thudc ngan sach

» Thu tuc tham dinh, mua sam phirc tap, kéo
dai

Hi€m hoa
(Threats)

» Cong nghé c6 thé bi lac hau ngay tir thoi
' diem nghiém thu

@ g &
X EeHE
& b > bo phan IT, Security, quan ly rui ro chiu

Giai phap
(Product/Technology)
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trach nhiém

> Khong tinh toan dugc anh hudéng téi TCO, ROI,
Compliance
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Doanh nghiép co6 thé
An toan duoc khong

...khi ngan sach cho
ANTT rat han ché?
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Mo hinh 3P trong Enterprise
Security Management (ESM)

Product/
Technology




Enterprise Security Management
(ESM) model 3P

* Definition and scope of ISMS Risk assessment
* Risk mitigation plan and control objectives
» Statement of applicability < Products or solutions implementation
* Logical and physical access - Incident response and notification system
PFOCESS * Internal/external security audit, penetration testing, vulnerabilities
PQ| |Cy assessment and patching

» System maintenance, patch management « Compliance and internal aud

* Business Continuous Planning/Disaster Recovery testing

 End user

« |T staff

« IT Executive (CISO)

e Leaders (CEO, CFO..))

Nhan thiac ATTT

Security Awaren \s{ N
/ \\ /\4\




People/Con nguoi
khau quan frong nhat nhwng yéu nhat |

« Ngudi dung cudi
. Nhan vién IT



Security breach
Nov 27 - Dec 18, 2013

% 40 Million Credit Cards
70 Million Accounts

NYSE: TGT €

Lawsuits

CIO Resigns CEO Resigns
> / ( / i === The New Pork imes > May 5, 2014
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Gia tri cud Pao tao nhan thia'c ATTT
V@éi doanh nghiép

1
» Chi phi thap hon dau tv gidi phap, linh hoat, @& TNGIGDA)
thwdng xuyén OPEDEWWND @

« Nhan thirc bén virng, gidam ganh nang ATTT

cho IT team @@@@@@@@
« Gidm rdi ro gy ra do mat ATTT (that thoat @@@. O
thdng tin, bi tan céng, bi gian doan dich vu, bi 00200062

khiéu kién, den bu...

Vi lanh dao doanh nghiép
« Y thirc dwoc hiém hoa cua doanh nghiép, ddi tac va khach hang

« Pau tw hiéu qua vao nhirng gidi phap co tac dung tirc thdi va bén virn
Giup doanh nghiép c6 thé hoat déng tin cay va tang trwéng. [

V@i ca nhan: Kiém soat cudc song so (s riéng tw ciia ca nhan va gia
inh) an toan hon



Mot s6 chwong trinh dao tao nhan
thore ATTT
Ca nhan
Internet An toan cho Tré

An toan trén Mang xa hoi em va gia dinh

Doanh nghiép

Nhan thajc ATTT cho nguwei Nhan thiec ATTT cho lanh dao
dung cuoi (Ent)

Tan cong c6 cha dich ATAN Dién toan

(APT) dam may, 4o hoa =

Doanh nghiép vira va nho (SMB)

Nhan thire ATTT cho ngwei  Chong that thoat dir ligu

dung cuoi (SMB) Chéng Ransomware
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Hoi/Pap

% khoingo.vh@gmail.com
& 0913225486

K] /ngo.v.khoi
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